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Efficient TCAM Rules Distribution Algorithms
in Software-Defined Networking

Jang-Ping Sheu

Abstract—In software-defined networking (SDN),
network rules are installed in ternary content-addressable
memory (TCAM). TCAM is a scarce and expensive resource
which is a bottleneck for scaling SDN. Rule distribution is
a strategy to solve the TCAM shortage problem, which decom-
poses a large table stored at network ingress into a number
of smaller sub-tables and distributes them across network
switches. Rule distribution includes two sub-problems, sub-table
allocation, and table decomposition. Sub-table allocation is
to guarantee that each flow path passes all the partitioned
sub-tables and maximize the number of partitioned sub-tables
(for reducing the size of sub-tables). Table decomposition
problem is to partition a large rule table into a number of
balanced sub-tables and reduce the rules overhead. In this paper,
we propose a sub-table allocation algorithm and size-balancing
sub-table partition algorithm. Simulation results show that the
performance of both algorithms is better than previous works
in terms of reducing the TCAM entries used in each switch.

Index Terms—Rule distribution, software-defined networking,
ternary content-addressable memory.

I. INTRODUCTION

OFTWARE-DEFINED Networking (SDN) [1], [2], a new

network paradigm, decouples the network control plane
from the network forwarding plane. The network can be seen
as a single entity that eases the development of new network
policies and simplifies network management. In SDN, the
central controller manages the network by installing rules,
which implement network policies in the underlying switches.
Therefore, for different applications that produce various poli-
cies, the underlying switches can act as routers, firewalls,
traffic load balancers, etc. However, these application poli-
cies lead to many low-level rules which will quickly occupy
rule space of underlying switches and cause rule space short-
age problem. In modern Ethernet switches or routers, rules
are stored in Ternary Content Addressable Memory (TCAM).
TCAM can execute parallel comparison on all rule entries
simultaneously and hence speeds up forwarding plane pro-
cess rate. However, TCAM has limited space which can only
support thousand or tens of thousands of rules [3]. TCAM
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also suffers from high power consumption and high heat gen-
eration. Compared to SRAM, TCAM consumes more than
100 times more power [4].

Previous works proposed to utilize TCAM resources effi-
ciently can be divided into three categories, which are
table compression [5]-[7], rules caching [8]-[12], and rule
distribution [13]-[21]. Table compression compresses rules
entries in TCAM by replacing the bits in their match-
ing fields with wildcard bits (*). Rule caching caches the
most popular rules on TCAM while directing the ‘“cache
miss” packets to software switches [11]. Rule distribution
includes two steps, table decomposition, and sub-table allo-
cation. Table decomposition partitions the rule table in a sin-
gle switch into sub-tables, while sub-table allocation dis-
tributes the sub-tables over the whole network to reduce
the number of rules stored in a single network switch (i.e.,
sub-table allocation). In this paper, we focus on the rule
distribution.

To guarantee the global action of the network is unchanged,
each rule-distribution-based approach should have the follow-
ing two properties:

(1) Order-oblivious: the accessing order of the sub-

tables/rules does not change the result of global action
in the network [20].
(2) Semantically-invariant: the global action of the network
is the same as the one taken when using the initial single
large table [20].
According to the discussion above, the table decomposition
is to partition the table of rules with order-oblivious prop-
erty (e.g., access control list which reside at an individual
network ingress switch) into a number of smaller sub-tables.
Rules without order-oblivious property, e.g., rules should only
be placed at the ingress switches (e.g., firewall policy) or
rules specify a switch port, is not considered in this paper.
The sub-table allocation is to determine the maximum num-
ber of sub-tables (i.e., m) and make sure that each packet
in the network can travel all the m different sub-tables, so
semantically-invariant property is held (i.e., lookup results of
each packet will be equivalent to the single lookup at an
individual network ingress switch). The sub-table allocation
problem is NP-hard. It can be reduced to a Rainbow Path
Coloring problem [20]. Given a network G = (V, E), a flow
path set P, the Rainbow Path Coloring Problem is to find
a maximum set of colors C such that each flow path p € P has
at least one node of each color in C. A flow path denotes the
path that a flow pass through the network and a flow consists
of packets with the same source node and the same destination
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node. Semantically-invariant property is held by guaranteeing
each flow path pass all sub-tables.

The main challenge in the table decomposition problem is
to balance the size of each sub-table and reduce rule redun-
dancy produced after the table decomposition. To minimize the
TCAM usage of each single switch, we balance the sub-table
size (i.e., minimize the maximum sub-table size). However,
balancing the sub-table-size may result in more table decom-
positions (i.e., increase rule redundancy), which increases the
total network TCAM usage. Note that for each switch, at
most one single sub-table is assigned. Similarly, to reduce the
TCAM usage of a single switch, the number of sub-tables
should be maximized. Since each flow path should travel all
sub-tables, the length of the shortest path (i.e., the number of
switches in the shortest path) is an obvious upper bound on
the number of sub-tables, i.e., m. To optimize the value of m,
the switches in the same shortest flow path should be assigned
distinct sub-tables.

In this paper, we propose a Sub-table Allocation (SA) algo-
rithm to maximize the number of sub-tables (i.e., the number
of colors). The simulation results show that SA algorithm
is close to the optimal solution in small network topology,
and SA algorithm can obtain more colors than state of the
art, 1-Greedy algorithm [20] and 2-Greedy algorithms [20]
regardless of the topology size. The time complexity of
SA algorithm is O(n?), which is equal to the O(n2f) of the
1-Greedy algorithm and lower than the O(n>f) of the 2-Greedy
algorithm, where n is the number of switches and f is the
number of flow paths in the network.

For the table decomposition problem, we propose a Size-
balancing Sub-table Partition (SSP) algorithm to decompose
the rule table into m balanced sub-tables and reduce the rules
overhead. Here sub-table size is balanced if the size difference
between the largest sub-table and the smallest one is small. The
simulation results show that SSP algorithm can balance the
size of each sub-table and has lower rule overhead compared
to state of the art, PBD and PBD-Generalize schemes proposed
in [20]. The time complexity of SSP algorithm is O(mN,),
which is equal to O(mN;) of the PBD and the PBD-Generalize,
where N, is the total number of rules and m is the number of
the decomposed sub-tables.

The rest of this paper is organized as follows. In Section II,
we review the related work of efficiently utilizing the TCAM
resources. In Section III, we describe our SA algorithm
and SSP algorithms in detail. In Section IV, we perform
the theoretical analysis. The simulation results are shown in
Section V. Finally, we give our conclusion in Section VI

II. RELATED WORKS

In this section, we review the rules compression, rules
caching, and rules distribution approaches which are used to
tackle the problem of scarce TCAM resources. We mainly
focus on the rules distribution method used in our algorithm.

A. Rules Compression Approach

TCAM Razor [5] proposed a heuristic approach to mini-
mize the number of rules stored in the TCAM of a network
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switch. TCAM Razor does not require modifying TCAM cir-
cuits or other packet processing hardware. Zhang et al. [6]
proposed a compressive method to store network forward-
ing state in SDN controller. This allows the controller to
detect the rule conflict or combine cache entries to optimize
the TCAM usage. Bit Weaving [7] proposed the first non-
prefix compressive approach to compress the rules stored in
a TCAM. However, by using the rule compression approach,
two rules will be combined and their counter fields will
be merged as well. Therefore, the network controller cannot
obtain the flow count information of original rules.

B. Rules Caching Approach

Liu et al. [8] proposed an efficient caching scheme to handle
the problem of rapid growth size of Forwarding Information
Base (FIB). Their scheme can achieve high-hit ratio and pro-
cess efficient cache update while preventing the catch-hidden
problem. Shelly et al. [9] proposed a heuristic algorithm by
caching the rules that match high entropy packet field in
Open vSwitch to increase packet forwarding performance. The
authors in DevoFlow [10] modify the model of OpenFlow and
use several wildcard rules in the TCAM to forward most of
the flows and only install exact-match rules for specific flow
in SRAM. Katta et al. [11] and Sheu and Chuo [12] both
utilize the hardware-software hybrid switch structure, which
stores high-hit ratio rules in the TCAM and low-hit ratio rules
in the software switches. However, rule caching approaches
in [11] and [12] take high time complexity to build the rule
dependency directed acyclic graph (DAG).

C. Rules Distribution Approach

The rule distributing approach includes hierarchical rule
distribution [13]-[15] and non-hierarchical rule distribu-
tion [16]-[21]. Switches in hierarchy scenario are assigned
different authority or capacity, while switches in non-hierarchy
scenario have the same authority and capacity. For hierarchical
rule distribution, vCRIB [13] advocates offloading rules from
hypervisors (i.e., virtual machine monitors) to switches to find
a feasible sub-table allocation. vCRIB can achieve optimal
resource usage between hypervisors and switches while min-
imizing traffic overhead. DIFANE [14] proposed to distribute
rules among several intermediate switches and cache rules
at ingress switches for new data flow. This approach can
help to utilize the rule space at ingress switches efficiently.
DomainFlow [15] divided the network into wildcard matching
domain and exact matching domain for utilizing the TCAM
resources efficiently.

For non-hierarchical rule distribution, Lin [16] proposed
an efficient rule distribution approach to balance the num-
ber of rules stored along with a path. However, they suffer
from rule dependency, which leads to incorrect packet match-
ing (i.e., packets are incorrectly matched to the lower priority
rules while they should match the higher ones). In [17], the
table decomposition and sub-table allocation algorithms for
heterogeneous flow table environments are proposed. In other
words, different packet flows may need to travel different rules
set. Nguyen et al. [18] proposed an optimization problem
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to maximize the number of rules placed in the network
under memory and link capacity constraints. OFFICER [19]
proposed a linear optimization model for sub-table allocation
and they aimed at maximizing the carried traffic volume in the
network.

In Palette [20], rules which stored at an individual network
ingress switch are distributed across the network, such that
the switches in the network have smaller SDN sub-tables.
They divide this problem into two sub-problems. The first
sub-problem in [20] is to ensure that each flow path in the
network will travel all the partitioned rules (i.e., different sub-
tables) such that the lookup results of each flow path will be
equivalent to the single lookup in the original large table. This
problem can be regarded as a Rainbow Path Coloring problem
that each sub-table represents a specific color, and each flow
path in the network should travel all type of colors. Since
maximizing the number of colors traveled by each flow path
is an NP-hard problem, the authors propose two greedy sub-
table allocation algorithms, i.e., 1-Greedy and 2-Greedy. The
shortest path should have a least sub-table assignment (since
each flow should pass all distinct sub-tables and each switch
has at most one sub-table). In other words, the length of the
shortest flow path (i.e., the number of switches in the shortest
path) is an upper bound on the number of colors (sub-tables).

Given a color, the 1-Greedy method will color an uncol-
ored switch (i.e., the switch has not been assigned a sub-table)
which is passed by the maximum number of flow paths at
a time until all the flow paths have passed this color, then
1-Greedy will move on to the next color. The 1-Greedy method
will repeat above steps until all the switches have been colored
or the number of colors passed by each flow path is equal to
the length of the shortest flow path. Similarly, the 2-Greedy
method will color two uncolored switches which are passed
by the maximum number of flow paths at a time. However,
1-Greedy and 2-Greedy may color more than one switch in
the shortest flow path with the same color, which will decrease
the number of colors (sub-tables).

In table decomposition, Palette proposed Pivot Bit
Decomposition (PBD) to find a pivot column in the largest
table and partition the table into two smaller sub-tables in
each partition. However, when the target number of sub-tables
is not the power of two, the size of the sub-tables would
be imbalanced. Therefore, the authors proposed the PBD-
Generalize to solve the imbalance sub-table size problem. The
PBD-Generalize can partition a large table into some balanced
sub-tables. However, PBD has high rule overhead (i.e., rule
redundancy).

In OBS [21], they consider the rule distribution problem
under heterogeneous flow rule policy (i.e., different end-
point policies for different flow paths) and heterogeneous
switch capability. In the sub-table allocation, the authors took
switches capacity and resources demand of each flow path to
form a linear programming problem and calculate suitable rule
space allocations for each flow path in each switch. In table
decomposition, the endpoint policies assigned to each flow
path will be partitioned to fit in the space allocated for the flow
path in each switch. The partition method is to map the end-
point policy rules on two-dimensional space according to their

predicate, i.e., source IP and destination IP addresses. The time
complexity of the sub-table allocation and the table decom-
position are O(N,f) and O(Nf), respectively, where f is the
number of flow paths. OBS requires fewer TCAM entries com-
pared to Palette. However, OBS has higher computation cost.
YYY’s table decomposition takes O(Nf), while Palette takes
O(N,m). Since the endpoint policy rules are usually repre-
sented by five dimensions, the computation cost of OBS’s table
decomposition is O(ero), which is impractical. We evaluate
the performance of our method with Palette in Section V.

III. ALGORITHMS

In this section, we will show the Sub-table Allocation (SA)
algorithm and the Size-balancing Sub-table decomposi-
tion (SSP) algorithm, which are used to solve the sub-table
allocation problem and table decomposition problem, respec-
tively.

For implementing network policies, network ingress
switches usually store the same rule table R which consists
of large numbers of rules in their TCAM (e.g., access con-
trol list). In this paper, due to the size limitation of TCAM,
we decompose the order-oblivious rule table R into sub-tables
and aim to distribute the sub-tables overall network switches.
So, the TCAM requirement of a single network switch could
be reduced. Like original rule table R, sub-tables can be
implemented by the TCAM in OpenFlow. Note that to guaran-
tee semantically-invariant (i.e., unchanged network behavior),
rules tables without order-oblivious property, e.g., rule table
for implementing routing policies, are not applicable to rule
distribution.

A. Problem Formulation

In SDN, the controller has the global view of the under-
lying network. Therefore, the controller has the information
of the switches and the paths taken by different packet
flows. Let S = {s1,s2,...,s,} be the set of n switches and
P = {p1,p2,...,pr} be the set of f flow paths in the network.
The rules stored at an individual network ingress switch are
represented as R. A network ingress switch (also called entry
switch) is the first switch which a flow packet (from out-
side) encounters in a network. The two sub-problems, table
decomposition and sub-table allocation, are formally described
below.

Table decomposition problem: Given a network topology,
a rule table R, and an integer m. Decompose the rule table R
into m sub-tables t;, 1, ..., t,; such that the size difference
between the maximal-size sub-table and minimal-size-sub-
table is minimized.

Sub-table allocation problem: Given a network topology,
the set of flow paths P, and a rule table R. Maximize the
number of sub-tables (i.e., m) of rule table R and allocate
these sub-tables to network switches such that the following
two constraints are satisfied.

1. Each switch is assigned at most one sub-table.

2. Each sub-table has one or more copies in the network

to ensure that each flow packet visit all these m distinct
sub-tables.
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Since the sub-table allocation can be regarded as a Rainbow
Path Coloring problem that each sub-table represents a spe-
cific color, we use sub-table and color interchangeably below.
Let T = {t1,1p,...,t;} be the set of the m sub-tables. An
example of sub-table allocation is shown in Fig. 1(a). There
are six switches (S = {s1,...,5¢}) and three flow paths
(P = {p1, p2, p3}) in a network. Each of the switches sy, 52, s5,
and s is a network ingress switch and contains a large table
R with all ACL (Access Control List) rules, and each R in
these network ingress switches is the same. Suppose we color
s1 and s¢ with light gray and color s, and s3 with dark gray,
then all the flow paths in P can travel the two types of colors,
which means we can partition R into two smaller sub-tables
(i.e., T = {t1,1}), as shown in Fig. 1(b), where ¢ is put
on switches s; and s¢ and 7, is put on switches s, and s3.
Therefore, all the flow paths in P can travel #; and #, in 7.

B. Sub-Table Allocation (SA) Algorithm

In SA algorithm, we aim at maximizing the number of col-
ors passed by each flow path. Note that each switch in § can
only be colored with at most one color. Hence, the length of
the shortest flow path is an upper bound on the number of col-
ors. To increase the number of colors, SA aims to increase the
number of colors passing by the shortest flow paths. For this
purpose, SA considers the following four coloring strategies
in order.

Strategy 1: SA colors an uncolored switch that is passed by
most flow paths which are not colored with u, so that we can
reduce the number of switches allocated for a given color, and
hence increase the number of colors.

Strategy 2: SA colors an uncolored switch with u if the
switch lies on the least number of shortest paths which are
colored by u.

Strategy 3: SA colors an uncolored switch s;, if the short-
est path which s; lies on is the longest among all uncolored
switches. In other words, SA avoids to color a switch lying
on short-length flow paths.

Strategy 4: SA colors an uncolored switch lying on a min-
imum number of flow paths.

Note that, for a given color u, only Strategy 1 is used for
determining the first switch to color with u. For determining
the i-th switch to color with u, where i>1, all strategies, i.e.,
Strategies 1, 2, 3, and 4, are used to determine the choice.

Given a new color u, SA algorithm will color an uncolored
switch with u according to four strategies we have mentioned
until all the flow paths in P pass at least one switch assigned
with color u. The SA algorithm will repeat above steps for
each new color until we cannot let all the flow paths in P
pass some switch with the new color after coloring all the
uncolored switches in S.

By the strategies above, SA can get more number of colors
than 1-Greedy and 2-Greedy [20], see Section V.

1) Detail of Sub-Table Allocation (SA) Algorithm: For ease
of discussion, we have the following definitions. For each
switch subset s; € S, let F(s;) denote the set of flow paths
that pass switch s;. Let C(x) (C(u) < S) denote the set of
switches which have been colored with u. Initially, C(u) will
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be an empty set for a new color u. Define Fs(C(u), s;) as
the set of the flow paths that have passed the switches col-
ored with u after we color s; with u. We define Hy (u, s;) as
the intersection of the set of shortest flow paths colored with u
and the set of flow paths F(s;) if we color switch s; with color
u. The number of flow paths in F4(C(u), s;) and Hy (u, s;) are
denoted as |Fa(C(u), s;)| and |Hx (1, s;)|, respectively.

To implement the four strategies mentioned above, given
a color u, our SA algorithm will color an uncolored switch
according to the following four steps, if there exists a flow
path passing no switch colored with color u.

Step A.1: Determine a subset U; of uncolored switches,
where each uncolored switch s; in Uy has max-
imum |Fa(C(u), s;)| (i.e., s; lying on most flow
paths which are uncolored with u).

Step A.2: case 1: If no switch in the network has been
colored with u (i.e., C(u) = @), color arbitrary
one switch in U; and go to Step A.l.
case 2: If C(u) # ¥ and |U;| = 1, then color the
switch in U;. Otherwise, goto Step B.
Determine a subset of Ujp, called U, where
each uncolored switch s; in U has minimum
|Hg(u, ;)| (i.e., determine the set of switches
lying on the least number of shortest paths which
are colored with u). If U, consists of exactly one
switch s;, assign s; with color u. Otherwise, go
to Step C.

Determine a subset of U,, called Ui, where for
each uncolored switch s; in Uz, F(s;) has the
longest shortest flow path among U». If U3 con-
sists of exactly one switch sj, color s; with u.
Otherwise, go to Step D.

Determine a subset of Us, called Uy, where for
each uncolored switch s; in Uy has minimum
|F(s;)|. Arbitrarily choose a switch s; in Uy.
Here, we illustrate SA algorithm with an example in Fig. 2.
There are four flow paths (P = {p1,p2,...,pa}) and eight
switches (S = {s1, s2, ..., sg}) in the network. A big table R
is stored at the network ingress switches s1, s3, and s4. The
shortest flow paths in the network are p; and p;. The relations
between flow paths and switches in Fig. 2 can be presented
in Table I.

For the first color u;, we will select an uncolored switch
by Step A. Initially, C(u1) is empty. Since |[F4(C(uy), s1)l,
[Fa(C(ur), s3)|, |FA(C(u1), s4)|, and |Fa(C(uy), sg)| all have
the same maximum value (i.e., three), we can arbitrarily color
one of s1, s3, S4, s§ with uj. Suppose we first color s; with
uy, then pa, p3, and p4 can pass the switch colored with u;.
Since there are no switches on p; colored with u;, we need
to color another switch to let p; pass the switch colored with
u1. The uncolored switches s4 and s¢ both in Uy, U,, and Us.
By Step D, we color s¢ with up, because |F(se¢)| is lower than
|F(s4)|. Thus, all the flow paths in P pass the switch colored
with u; after coloring se, as shown in Table II(a).

For the second color uy, we first color s3 in U; with us.
Refer to Table Il(a), after coloring s3, p1, p2, and p3 can pass
the switch colored with u>. To let ps pass the switch col-
ored with up, we need to color another switch. The uncolored

Step B:

Step C:

Step D:
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(b)

Fig. 1. A network example of distributing the ACL rules. (a) ACL rules are
placed at the network ingress switches. (b) Distributing the ACL rules across
the network switches.

Fig. 2. A network topology example.

TABLE I
THE RELATIONS OF FLOW PATHS AND SWITCHES IN FIG. 2

Sy S2| 83|54 Ss|S6|s7|ss
P V(v \ N
.|V v v v
ps|VIv|v]v v
ps| VIV Vv V(v

switches s, and s7 both meet conditions 1 and 2. By Step C, the
shortest flow path contains s7 has longer path length (i.e., p4)
than the shortest flow path contains s; (i.e., p3). Therefore, we
will color s7 with u. The coloring result of uy is shown in
Table II(b).

For the third color u3, we first color s4 with wu3 at
Step A. After coloring s4, p1, p3, and ps can pass the switch
colored with u3. To let py pass the switch colored with us,
we need to color another uncolored switch. The uncolored
switches s5 and sg are both in U;. However, coloring sg
will let the shortest path flow (i.e., p;) pass two switches
with the same color u3 (i.e., s4 and sg). Therefore, we select
s5(|Ha(usz, ss)| = 0) instead of sg(|Ha(u3, sg)| = 1). The col-
oring result of u3 is shown in Table II(c). Similarly, for the
fourth color us, we will color sg and s> with us. The coloring

Fig. 3. The sub-tables allocation of Fig. 2 after SA algorithm.

TABLE II
THE COLORING RESULTS OF TABLE I USING SA ALGORITHM

(a) First color (ur) (b)  Second color (u2)

zll Sy | 55| 84| s ;: s | g 51‘ s, ls‘z Ss | S5 :: Z Sg

X V]V v V] [p V|V v v

|V v v vViip |V v v v
Pl VIVIV]V v VI VIV]V v

P V[V vV VIVv][p V]V V]V V|V
(¢) Third color (u3) (d) Fourth color (u4)

st fg | s |ss|ss|ss|s7]g s; R s; salissl ss | s, SR

wy |7 wy |y | | uy | w78 wy g | wy |y | ws |y | u, |y

D1 V|V A% V]l V]|V \Y% \

Pl V \ \4 Vil|p |V \ Vv Vv
Pl VIVIVIV v sl VIVIV]V v

P VIV V|V VIV [l VIV V[V vV |V

result of 14 is shown in Table II(d). In this example, we can let
all the flow paths in P pass four different colors (i.e., m = 4),
which is equal to the length of the shortest flow path (i.e., p;
and p»). Therefore, we can partition the large table R into four
different sub-tables (i.e., T = {f1, 12, 13, #4}) in the following
SSP algorithm. The sub-tables allocation result is shown in
Fig. 3, where 1 represents uj, t» represents u», and so on.

Our SA algorithm is shown in the algorithm 1 below. We
use an integer (color) to represent each different color and
we first set the color of all the switches to 0, as shown in
line 1. Line 2 checks if we have to terminate the SA algorithm.
Lines 3-5 select a switch which meets the condition 1 when
C(color) is empty. Lines 6-13 select a switch according to the
condition 1-4 when C(color) is not empty. Lines 14-19 update
the color of the selected switch and change the color if all flow
paths pass the current color. Line 20 returns the final number
of colors we can obtain.

C. Size-Balancing Sub-Table Decomposition (SSP) Algorithm

In SSP algorithm, we aim at partitioning the original large
table R into m smaller balanced sub-tables and reduce the
rule overhead so that we can use fewer TCAM entries in
each switch. In SSP algorithm, we will first create m empty
sub-tables and let the original large table R be one of the
sub-table, where SA determines m. For each partition, we will
find the largest sub-table and the smallest sub-table among
the m sub-tables. Next, we will move some rows from the
largest sub-table to the smallest sub-table according to our
rules partitioning scheme. We will repeat above steps until the
size difference between the largest sub-table and the smallest
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Algorithm 1 Sub-Tables Allocation (SA) Algorithm

Input: P: the set of flow paths; S: the set of switches;

Output: m: The number of colors obtained from the network;

1. Initially, set color<— 1, C(color)< ¥, and s;.color<0
for all s; € S;

2. while (There are s; € S that s;.color = 0 and color - 1 is
lower than the length of the shortest flow path in P) do

3. U determined by Step A.1;

4. if (C(color)= () then

5. Arbitrarily select a switch s; from Uy;

6. else

7. if (IU1I> 1) then K=U, determined by Step B; end if

8. if IU>|> 1) then K=U3 determined by Step C; end if

9. if (IU3l> 1) then K=U, determined by Step D; end if

10. Arbitrarily select a switch s; from K;

11. end if

12.  s;.color<—color;
13.  C(color)<-C(color) U s;;
14. if (All the flow paths in P pass color) then

15. color<—color + 1;
16. C(color)< ¥,
17. end if

18. end while
19. m<—color - 1;
20. return m;

TABLE III
AN SDN RULE TABLE EXAMPLE
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sub-table is smaller than a threshold. Therefore, the size of
each partitioned sub-table will be more balanced. In addition,
we try to reduce the rule overhead in each partition, so that
we can get lower rule overhead.

By reducing rule overhead and improve the sub-table size
balance, our SSP uses TCAM entries fewer than state of the
art, PBD and PBD-Generalize [20].

1) Detail of Size-Balancing Sub-Table Decomposition
(SSP): In the following, we first describe partition procedure
of SSP algorithm. Let T}, and T,,;, be the largest sub-table
and the smallest sub-table in 7, respectively. Initially, all the
m sub-tables ¢t ... t,, in T will be empty except t;, where #;
represents the original large table R. The number of rules in
Tnax and Ty, are denoted as Ty,4c] and ITy,,l, respectively.
Let n;(b) denote the number of value b at the i-th column in
a sub-table where be{0, 1, *}. For example in column 2 of
Table III, n;(1) = 6, n;(0) =5, and n;(x) = 1.

Let bmax; = 1(bmin; = 0) if n;(1) > n;(0), and bmax; =
0(bmin; = 1) otherwise. Note that, the number of rules in
Tmax can be denoted as n;(bmax;) + n; (bmin;) + n;(*) for
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TABLE 1V
RESULTS OF THE FIRST PARTITION
(a) t1 (7 rules) (b) 2 (6 rules)
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0 < i < 103 (because a single row in TCAM table consists
of 104 bits). In each partition, we will select a column i in
Tmax and move the rules (rows) with bit value = bmin; in
column i to Ty,,. Since * represents 0 or 1, the rules with *
at the i-th column will be duplicated on 7, and T, but
the * at the i-th column of T}, and T, will be replaced
with the bit value bmax; and bmin;, respectively. Therefore,
we can make sure that each partition will follow semantically-
invariant property. Let sum(i) denote the sum of the size of
T, and T where T}, and T, are the size of T}y and
Tonin, respectively, after the partition. For example, assume
there are twelve rules (r1, r2,...,r12) in SDN rule table R
as shown in Table III. Suppose we want to partition R into
three sub-tables (i.e., T = {f1, 2, #3}). Initially, R = #; is
Tinax and tp 1S Tpyip. That is, T l=lt11=12 and 1T}, |=It,1=0.
Assume that we want to partition Ty,, based on column two.
The value of n2(0), ny(1), and ny(*) are 6, 5, and 1, respec-
tively. Since ny(1)> n2(0), bmax, and bmin, are equal to 1 and
0, respectively. Thus, we will move the rules with bit value
= bminy = 0 at column two (i.e., ry, r3, r4, 11, ri2) from
Tnax to Ty and replicate the rules with * at column two (i.e.,
76) to Tyin. Since r¢ is the only rule that has * value in column
two, the bit value at column two of rg in T,y and Ty, will
be replaced by bmaxy=1 and bmin,=0, respectively. The parti-
tion results of original 7, and T,;, are shown in Table IV(a)
and Table IV(b). Obviously, |77, | = 7 and |TA, | = 6, ie.,
sum(2) = |TA,.| +|TA, | = 13.

Summarizing the discussion above, sum(i) is equal to
| Tinax) + |Tmin| + ni(x). We can observe that the number of
rule overhead produced after each partition is equal to n;(*).
Therefore, we would like to choose a column i with minimal
ni(*).

Let d(i) denote the size difference between T4, and 7%, .
We have d(i) = ||T3, | — T3 || = |ni(bmax;) —ni(bmin;) —
| Toninl|. Selecting a column i with minimum d(i) can balance
the size of T’,‘;mx and min. However, it may produce large rule
overhead n;(*) and increases sub-table size. Thus, there exists
a tradeoff between TCAM usage sum(i) and table size balance
d(i).

In SSP algorithm, we consider not only to reduce rule
overhead but also reduce the size difference between the
largest sub-table and the smallest sub-table. Therefore, let
v(i) = a *sum(i) + (1 — a)d(i), where 0 < o < 1, be the met-
ric for selecting the partition column i. In each partition, SSP
algorithm will select a column i with minimum v(7). According
to our simulation results, we set o = 0.8.

in
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To reduce the size difference between T4, and 7. . SSP
algorithm will select a column i in T}, that satisfies the con-
straint shown in formula (1). Furthermore, we need to make
sure that the size of qu-n will lower than the original 75,4y, as
the constraint shown in (2). So, we can guarantee that the size

of new T}, is smaller than or equal to the size of old Tj4y.

d(l) < ITmux| - |Tmin| (1)
1Tl < | Tax| )

Let E(e) = e x N;/m,0 < e < 1 denote the termination
threshold of SSP algorithm, where N, represents the number
of rules in R. SSP algorithm will terminate when the size dif-
ference between current T,,,, and T, is lower than E(e).
Clearly, small e results in balance sub-table size, but high
computation cost (more partitions) and high rule overhead.
In contrast, large e results in low computation cost, low rule
overhead, but imbalance sub-table size. According to our sim-
ulations, we set e = 0.5 if the number of rules in original R is
small (less than or equal to 5000 rules), and e = 0.3 otherwise.

IV. THEORETICAL ANALYSIS
A. TCAM Usage Reduction

Note that, after we remove some rules from the T};,4x t0 Tinin,
the new T,y and new T,,;, are denoted as T 4y and T ,in,
respectively. Here, we prove that the SSP algorithm satisfies
Tl = 1 Trpinl < |Tinaxl — |Tmin| after we remove some rules
from the Tuc 10 Thin.

Theorem 1: |T,,, | —IT,..| < |Tiax| —|Tmin| holds after SSP
moves some rules from the Ty,4c t0 Thin.

Proof: First, we prove that |T),, | < |Tiax| by considering
the following three subcases.

Case la: [T/, | = |TA . |. Then we have [T, | = |T2 |=
ni(bmax;) +ni(*) < [Tnax| = ni(bmaxi) + ni(bmin;) + n;(x).
Obviously, when |T,,,.| = |Tuax|, we have n;(bmin;) = 0.

That is, there is no benefit in this decomposition. So, the
decomposition will not be executed. Hence, |T,’,mx| < |Tnaxl-

Case 1b: |T),,.| = |T4. |. Then we have |TA. | = |T,...| <
| Tinax| by formula (2).

Case lc: Ty € T—{T4, . TA. YV ie, Ty = {tlt € Tt #
TA, and t # TA. ). Clearly, T, < |Tmaxl-

Next, we show that |T” . | > |T,uin| by proving the following

min
three subcases.

Case 2a: [T/, | = |TA, |. Then we have |T,. | = |T4. | =
ni(bmin;) + n;(x) + |Tninl > |Tininl-

Case 2b: |T),. | = |T23,|. By formula (1), d(i) = |T43,,| —
|Tr1:‘1ax| < |Tmax| = |Tmin|. Since |T;:\1,'n| - |T;:‘,ax| = n;(bmin;) +

ni(%) + |Tpin|l — (ni(bmax;) + ni(x)) and |Tpaxl — [Thinl =
ni(bmax;) + nj(bmin;) + n;j(x) — | Tin|, we have that 2|T,,,| +
ni(x) < 2ni(bmax;) < 2|TA .1, i€ [Toin| +1/2n;(x) < |T4 ..

SO, [ Tominl < |Tuel = |T) -

Case 2¢: T,,, € T — {T;:‘mx, Tgin}, ie, T, ={tlteT,t#
Th. and ¢ # TA. V. Clearly, T/, | > |Twinl.

According to the discussion above, [T}, | — IT,.| <
|Tnax] — |Tmin| holds. | |

Theorem 2: T,,,.| — |T,,| < |Tmax| — |Tmin| holds after Z

partitions in SSP, where Z < m — 1.

TABLE V
VALUE OF sum(i), d(i), AND v(i) FOR EACH COLUMN i IN TABLE III

0[1[2[3[4[5]6]7
s()] 16 | 16 |13 |14 |16 [ 17 [ 17 [ 19
dd| 2 [2 1o 21 [3]1
(i) [13.2[13.2[10.6[11.2[13.2[13.8[14.2[15.4

Proof: By Theorem 1, we have that |7, | — |T,,,| =
| Tnax] — |Tmin| holds, when both subcase 2a and subcase 2c
hold. If the subcases lc¢ and 2c¢ of Theorem 1 hold after
a partition, we claim that |T),,.| — |7, |1<|Tmax| — |Tninl
holds after min(k; —1, ko — 1) partitions, where k| and k>
are the number of sub-tables whose sizes are equal to |7}y |
and |Typin|, respectively. In subcase lc (i.e., |T),,.| # |T,’:‘mx|
and |7}, # ITA, D), we have that |T%,.| < |7 In sub-
cases 2¢ (i.e., |T). | # |T4,.| and T, # |T;;‘1m|), we have
|T4. | > |T! . | after a partition. Therefore, the number of sub-
tables whose sizes are equal to |Ty,qx| Or |Tinin| Will decrease
after a partition. Hence, |7, .| — |T,/m-n| < |Tmax! — |Timin|
will hold after min(k; — 1,k — 1 ) partitions. Obviously,
min(k; — 1,k — 1) < m — 1. So, the theorem holds. [ |

Here, we illustrate our SSP algorithm with the SDN rule
table example as shown in Table III. Assume there are twelve
rules (rq, r2, ..., r12) in the table R and suppose we want to
partition R into three smaller sub-tables (T' = {1, 12, 13}). We
set « = 0.8 and e = 0.5. Initially, R = 11 is Tjyq and 1 is
Tin. Therefore, the current T, and T, will be ¢; and t;,
respectively. Since |Tyax| — | Tmin| > E(0.5) = 2, we will start
the first partition. According to Table V, column two in T,y
has the minimum index value (i.e., v(2) is minimum), and if we
move a number of rules from 7}, to T}y, according to column
two, we can satisfy the constraints in formulas (1) and (2).
Therefore, we move the rules in ¢; which have value bmin,
at column two to 7, and duplicate the rules in #; which have
* at column two to f. The partition results of #; and #, are
shown in Table IV(a) and Table IV(b).

After the first partition, the 7),,, remains #; (7 rules), and
the Ty, becomes 3 (empty). Because |Tyaxl — |Tminl >
E(0.5) = 2, we continue the second partition. SSP algo-
rithm will partition Tj,,, at column three, and the partition
results of 71 and 73 are shown in Table VI(a) and Table VI(b),
respectively. After the second partition, the 7, becomes
tp (6 rules), and the T, remains 73 (2 rules). Because
| Tonax| — | Timin] > E(0.5) = 2, we continue the third partition.
Similarly, SSP algorithm will partition T}, at column four,
and the results of » and #3 are shown in Table VII(b) and
Table VII(c). After the third partition, 7),,, becomes #; (=
5 rules), and T, becomes (= 4 rules). Since |Tjux| —
| Thninl < E(0.5) = 2, SSP algorithm will terminate. The results
of the three sub-tables are shown in Table VII.

Our SSP algorithm is summarized in the algorithm 2 below.
At the beginning of SSP algorithm, we first construct m empty
sub-tables and let R as t;, as shown in Line 1. Therefore,
we can get the current T, and Ty, as shown in Line 2.
Line 3 checks if we need to terminate our SSP algorithm.
Lines 4-9 show the partition procedure of finding a column
i in T, and balancing the size of 7,  and T;,. Lines
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TABLE VI
RESULTS OF THE SECOND PARTITION
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RESULTS OF THE THIRD PARTITION
(a) 1 (b) &
0123 [4]|5]|6]|7 0|1|2|3|4|5|6]|7
s O 1) 1|1 [*]O]|*[O s | *|*|0o[*]|1[0]|0f0O
el * L[V L[ * *)*1* | [*]ofof*]1]1]0]1
7|01 [1[1]O]1fO[F* gl =l lof]a]x]*]*
ro 1|01 [1|*]1[0]1 N EEDDRERE
ol 1101 [1]O0O]O|*[1
©) 5
0|1 |12)|3|4|5]|6]|7
mlil*loflofo|*|o]f*
ml1|1f1]ofo]of1]|*
Pl F 1o o F] x|
rg O[T [ ]of*|*]*|*
rp |1l *]0]ofof*]*]*

Algorithm 2 Size-Balancing Sub-Tables Partition (SSP)
Algorithm

Input: R: original large table stored at an ingress switch;
m: number of partitioned sub-tables (m > 1);
«: a parameter in index value v(7);
e: a parameter in termination threshold E(e);
Qutput: 7: the set of partitioned sub-tables.

1. Set t;j< ¢ for all t;€T, t; <R;

2. Tmax<t1> Tmin<12;

3. while (IT)qxl- | Tyinl> E(e)) do

4. i<~ 0

5. i<—a column in T}, which has minimum index value

and satisfies formulas (1) and (2);

6. if (i # () then

7. Move the rules in Ty, Which have bmin; at column i
t0 Tinins

8. Replicate the rules in 7}y Which have * at column i
and move them to Ty,

9. Replace the rules which have * at column 7 in Tj4x
and Ty, with bmax; and bmin;, respectively;

10. Timax<—current largest sub-table in T’

11. Tnin<—current smallest sub-table in T

12. else

13. break;

14. end if

15. end while

16. return T

10-11 update the new T4y and Ty,in. Lines 12-14 terminate
SSP algorithm if we cannot find any column i in line 5. Line
16 returns the partition result of m sub-tables.
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B. Time Complexity Analysis

In SA algorithm, we color an un-colored switch chosen
from all uncolored switches by executing the four steps in
Section III-B. The SA algorithm will repeat the process above
until all the uncolored switches have been colored or the num-
ber of colors obtained is equal to the shortest flow path length
in the network. Let n denote the number of switches in § and
f denote the number of flow paths in P. Clearly, SP should
color all switches in the worst case. So, the time complexity
of SA algorithm is O(f(n + (n — 1) + ... + 1)) = O(n>f).

In SSP algorithm, let N, and N. be the number of
rules (rows) and the number of columns in table R, respec-
tively. Initially, we have |Ty,.x] = |t1] = N,. First, we need
to calculate the value of n;(0), n;(1), and n;(*) for each
column i in T4, which takes O(N.N,). Second, we take
O(N,.) to select a column i in T, which has minimum
value v(i). Third, we will move a number of rules in
Tyax Which have value = bmin; at column i to T, and
duplicate the rules which have * at column i to Tj;,. For
each rule, we take O(2N.) to update the value of n;(0),
n;(1), and n;(*) for each column i in both T,,,, and T;,.
According to Theorem 2, we do at most m — 1 partitions

to let |7, | — T, < |Tmax] — |Tminl. Since we have
|Tmax| = |t1| = N, and |Tmin| = |t2| = |t3| = ... = |tm| =0 at

the beginning, we need at most (N, — 1)(m — 1) partitions such
that |T,/m'n| = |[Tmin| + Ny — 1) = (Ny — 1) < |Tiax] = Ny
For (N, — 1)(m — 1) partitions, SA’s computation cost is
OWN (N, — 1)(m — 1) ) and SSP has computation cost
OQ@N. (N, — 1)(m — 1)). Note that N, is a constant. Therefore,
the time complexity is OQBN (N, — 1)(m — 1)) = O(mN:N,)
= O(@mN,).

V. PERFORMANCE EVALUATION

In this section, we compare the performance of our SA and
SSP to state of the art, 1-Greedy [20] and 2-Greedy [20], and
PBD [20] and PBD-Generalize [20], respectively.

A. Simulation Environment

We use a C++4 programming language to implement the
following simulations. For sub-table allocation, there are two
kinds of topologies, small topology (including 9 ~13 switches)
and large topology (including 60 ~ 140 switches). All topolo-
gies and the flow paths are randomly generated. Each simu-
lation is the average results of 100 random topologies. Since
sub-table allocation problem is NP-hard, we only implement
the optimal solution on small topologies in the following sim-
ulations. For table decomposition, we use ClassBench [22] to
generate different types of network policies (or network rules),
which includes FW (Firewall), ACL (Access Control List), and
IPC (IP Chain). ClassBench uses the real data center database
to generate synthetic rule policy with desired rule number. In
the following, we obtained the simulation results with 95%
confidence interval.

B. Simulation Results

1) Computation Cost: The experiments are running on Intel
Core 17-6700 (3.4Ghz) processors with 16 GB memory on
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Fig. 4. Average number of colors under different number of switches.
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Windows 10 64-bit operating system. According to our simu-
lation, SA algorithm takes about 0.1 milliseconds to obtain the
number of colors for the network topology with 100 switches,
50 flow paths, and the shortest flow path length is 8. The
computation time of SA is similar to that of 1-Greedy and is
about 1/50 of that of 2-Greedy. SSP algorithm takes about
0.15 ~ 0.25 seconds to partition 10,000 rules into 2 ~
10 smaller sub-tables, which is approximately the same as
that of PBD and lower than that of PBD-Generalize. This is
because PBD-Generalize produces more redundant rules than
PBD and SSP during the table decomposition process.

2) Number of Colors/Sub-Tables: Fig. 4 shows the average
number of colors obtained in the large topology under a dif-
ferent number of switches. We fix the number of flow paths to
60, and the shortest flow path length is 8. Our SA algorithms
can get more colors than 1-Greedy and 2-Greedy. Although
the 2-Greedy algorithm is close to SA algorithm, the time
complexity of SA algorithm is less than 2-Gready one.

Fig. 5 shows the average number of color in the large
topology under a different number of flow paths. We fix
the number of switches to 100, and the shortest flow path
length is 8. Our SA algorithm can get more colors than
1-Greedy and 2-Greedy. We can observe that the number of
colors obtained from three algorithms decrease as the num-
ber of flow paths increases because we have to color more
switches to let each flow paths pass a specific color.

Fig. 6 shows the average number of color in the large topol-
ogy under different shortest flow path lengths. The longest flow
path length is set to 20. We fix the number of switches to 100
and the number of flow paths to 50. Our SA algorithms can
get more colors than 1-Greedy and 2-Greedy ones.
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Fig. 6. Average number of colors obtained under different shortest flow path
length.
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Fig. 9. Number of colors under different shortest flow path length.

To illustrate how close the performance of these approaches
is to the optimal one, Fig. 7 to Fig. 9 show the number of col-
ors obtained from each algorithm. Since sub-table allocation
problem is NP-hard, we only implement the optimal solution
on small topologies in the following simulations.

Fig. 7 shows the number of colors (sub-tables) under a dif-
ferent number of switches. We set the number of flow paths
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Fig. 10. Degree of balance of SSP with different value of «.

to 16 and the shortest flow path length to 4. We can observe
that the number of colors obtained from SA algorithm is larger
than 1-Greedy and 2-Greedy, and SA algorithm is very close
to the optimal solution. This is because SA algorithm reduces
the probability that more than one switch lying on the same
short flow path are assigned to the same color. Obviously, the
number of colors obtained from the three algorithms increases
as the number of switches increases when the number of flow
paths and the shortest flow paths length are fixed.

Fig. 8 shows the number of colors under a different number
of flow paths. We fix the number of switches to 10 and the
shortest flow path length to 4. The SA algorithm can obtain
more colors than 1-Greedy and 2-Greedy, and the number of
colors obtained from SA algorithm is close to the optimal
solution. Similar to Fig. 5, the number of colors obtained from
all algorithms decrease as the number of flow paths decreases.

Fig. 9 shows the number of colors under different shortest
flow path length. We fix the number of switches to 10 and
number of flow paths to 16. The number of colors obtained
from SA algorithm is larger than 1-Greedy and 2-Greedy. The
number of colors obtained from all algorithms increases as the
shortest flow path length increases. This is because the number
of colors is limited by the shortest flow path.

3) Table Size Balance: To evaluate the performance (degree
of table size balance) of table decomposition algorithms, we
define the metric degree of balance = |RI/(m|Ty,4xl), where R
denotes the size of the original large table in each network
ingress switch, the largest sub-table size 17},,,| produced by
a table decomposition algorithm, and number of partitioned
sub-tables m. The value of the degree of balance is between
0 and 1. A high degree of balance (close to 1) represents
balanced sub-table size. In the simulations of Fig. 10, Fig. 11
and Fig. 12, we use 30 rule-sets with rules from 1,000 to
10,000 to calculate the degree of balance.

Parameter («) setting for our SSP: Fig. 10 shows the
degree of balance of the SSP algorithm with different & under
different number of partitioned sub-tables (m). We set param-
eter e = 0.3. When « = 0, SSP algorithm intends to select
a column to balance the size of T}, and 7T,,;, at each partition,
which significantly decreases degthe ree of balance (because
rule redundancy and Ty, significantly increase). In contrast,
when « = 1, SSP algorithm intends to select a column which
produces low rule redundancy in each partition, and thus the
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Fig. 11. Degree of balance of SSP with different value of e.
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Fig. 12. Degree of balance of PBD, PBD-Generalize, and SSP algorithms.

size difference between 7)., and T,,;; may increase at each
partition. In order to balance the size of T}, and Tpi,, SSP
need to do more partitions and may produce more rule over-
heads, which decreases degrthe ee of balance. In Fig. 10, we
can get a better degree of balance when « is equal to 0.8.
Thus, we set « = 0.8 in SSP algorithm.

Parameter (¢) setting for our SSP: Fig. 11 shows the
degree of balance of the SSP algorithm with different e under
different number of partitioned sub-tables (m). We compare
different e for « = 0.8. When e is low (e.g., e = 0.1), sub-
tables size tends to be more balanced. However, SSP algorithm
has to do more partitions and has high rule overhead, so that
the size of T,y increases and the degree of balance decreases
(e.g., when m = 5 and 6). In contrast, large e (e.g., e = 1) pro-
duces low rule overhead. However, the sub-table size will be
imbalanced and make large 7}, so that the degree of balance
will decrease dramatically (especially when m is not the power
of two). According to the result of Fig. 11, we set ¢ = 0.3 in
SSP algorithm, which has the better degree of balance.

Fig. 12 shows the degree of balance of PBD, PBD-
Generalize, and SSP algorithm under different number of
partitioned sub-tables (m). In SSP, we set « = 0.8 and e = 0.3.
PBD gets a high degree of balance when m is the power of
two. The PBD scheme divides the table at each iteration so
that the maximum size of the resulting two sub-table sizes
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Fig. 13.  Maximum TCAM size required under different topologies.
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Fig. 14. Maximum TCAM size required under different number of rules.

is minimized, the sizes of the resulting two sub-tables after
each iteration tend to be almost equal. Therefore, when m is
not a power of two, the partition sizes would be imbalanced.
Although PBD-Generalize tries to balance sub-tables size, it
may produce high rule overhead and will increase the size of
sub-tables in each partition, which leads to a low degree of
balance. Our SSP algorithm performs a better degree of bal-
ance than PBD and PBD-Generalize, and SSP algorithm has
a degree of balance similar to that of PBD when m is the
power of two. This is because SSP can balance all the sub-
tables size and has low rule overhead, so that the maximum
sub-table size is smaller than PBD and PBD-Generalize.

4) TCAM Usage: In this subsection, we show the maxi-
mum TCAM size required for five combinations, including
1-Greedy combines with PBD, 2-Greedy combines with PBD,
1-Greedy combines with PBD-Generalize, 2-Greedy combines
with PBD-Generalize, and SA combines with SSP. In the
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Fig. 15. Maximum TCAM size required under different number of switches.

simulations of Fig. 13 and Fig. 15, we use 15 rule-sets
of 10,000 rules to calculate the average maximum TCAM
size. As for Fig. 14, we use three rule-sets of 5000 rules,
10,000 rules and 15,000 rules to calculate the average maxi-
mum TCAM size.

Fig. 13 shows the maximum TCAM requirement under
different topologies. We can observe that our algorithm
(SA+SSP) has the smallest maximum TCAM requirement
compares to other four combinations among all the topolo-
gies. This is because we can get more number of partitioned
sub-tables (m) in SA algorithm and a higher degree of balance
in SSP algorithm than previous works. The 2-Greedy usually
has lower TCAM requirement than 1-Greedy.

Fig. 14 shows the maximum TCAM requirement under
different number of rules. We consider the topology with
100 switches, 50 flow paths, and the shortest flow path length
is 10. Our algorithm (SA+SSP) has the smallest TCAM
requirement compares to other four combinations. This is
because we can get more number of partitioned sub-tables (m)
in SA algorithm while getting a higher degree of balance in
SSP algorithm than previous works. Fig. 14 also shows that
our approach has much lower TCAM requirement than the
previous works, especially when the number of rules is large.

Fig. 15 shows the maximum TCAM requirement under dif-
ferent number of switches. We fix the number of flow paths
to 50 and the shortest flow path length to 10. Our algorithm
(SA+SSP) has the smallest TCAM requirement compares to
other four combinations. This is because we can get more
number of partitioned sub-tables (m) in SA algorithm and
a higher degree of balance in SSP algorithm than previous
works. As the number of switches increases, all the five com-
binations has smaller TCAM requirements. This is because the
number of colors obtained by all algorithms will increase as
the number of switches increases.

VI. CONCLUSION

In this paper, we focus on rule distribution and TCAM
shortage problem in SDN. Our goal is to decompose the
large TCAM table stored at network ingress switch into some
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smaller sub-tables and distribute them across the network
switches so that each switch will have smaller TCAM sub-
table. We propose SA and SSP algorithms to cope with
this problem. SA algorithm determines the number of sub-
tables (i.e., m) and allocates these sub-tables in network
switches. SA reduces the TCAM requirement of each switch
by increasing m. Compared to state of the art, 1-Greedy, and
2-Greedy [20], SA algorithm can partition a high number of
sub-tables (i.e., colors) to reduce all the sub-table size and
has computation cost similar to 1-Greedy but much lower
than that of the 2-Greedy method. SSP algorithm partitions
the rule table R in a network ingress switch into m small
and size-balance sub-tables. Compared to PBD and PBD-
Generalize, SSP algorithm can balance all the sub-tables size
and has low rule overhead. Compared to state of the art, i.e.,
1-Greedy and 2-Greedy with PBD and PBD-Generalize algo-
rithms, our SA + SSP algorithms use fewer TCAM entries to
store network access control rules.

REFERENCES

[1] M. Casado et al., “Ethane: Taking control of the enterprise,” in Proc.
ACM SIGCOMM, vol. 37. Kyoto, Japan, Aug. 2007, pp. 1-12.

[2] N. McKeown et al., “OpenFlow: Enabling innovation in campus
networks,” ACM SIGCOMM Comput. Commun. Rev., vol. 38, no. 2,
pp. 69-74, Apr. 2008.

[3] B. Stephens, A. Cox, W. Felter, C. Dixon, and J. Carter, “PAST:
Scalable Ethernet for data centers,” in Proc. ACM CoNEXT, Nice,
France, Dec. 2012, pp. 49-60.

[4] E. Spitznagel, D. Taylor, and J. Turner, “Packet classification using
extended TCAMS,” in Proc. IEEE ICNP, Atlanta, GA, USA, Nov. 2003,
pp. 120-131.

[5] A. X. Liu, C. R. Meiners, and E. Torng, “TCAM razor: A systematic
approach towards minimizing packet classifiers in TCAMSs,” IEEE/ACM
Trans. Netw., vol. 18, no. 2, pp. 490-500, Apr. 2010.

[6] Y. Zhang, S. Natarajan, X. Huang, N. Beheshti, and R. Manghirmalani,
“A compressive method for maintaining forwarding states in SDN
controller,” in Proc. ACM HotSDN, Chicago, IL, USA, Aug. 2014,
pp. 139-144.

[71 C. R. Meiners, A. X. Liu, and E. Torng, “Bit weaving: A non-prefix
approach to compressing packet classifiers in TCAMs,” IEEE/ACM
Trans. Netw., vol. 20, no. 2, pp. 488-500, Apr. 2012.

[8] Y. Liu, S. O. Amin, and L. Wang, “Efficient FIB caching using minimal
non-overlapping prefixes,” ACM SIGCOMM Comput. Commun. Rev.,
vol. 43, no. 1, pp. 14-21, Jan. 2013.

[9] N. Shelly, E. J. Jackson, T. Koponen, N. Mckeown, and J. Rajahalme,

“Flow caching for high entropy packet fields,” in Proc. ACM HotSDN,

Chicago, IL, USA, Aug. 2014, pp. 151-156.

A. R. Curtis et al., “DevoFlow: Scaling flow management for high-

performance networks,” in Proc. ACM SIGCOMM, vol. 41. Toronto,

ON, Canada, Aug. 2011, pp. 254-265.

N. Katta, O. Alipourfard, J. Rexford, and D. Walker, “Rule-caching algo-

rithms for software-defined networks,” in Proc. ACM HotSDN, Chicago,

IL, USA, Aug. 2014, pp. 175-180.

J.-P. Sheu and Y.-C. Chuo, “Wildcard rules caching and cache replace-

ment algorithms in software-defined networking,” IEEE Trans. Netw.

Service Manag., vol. 13, no. 1, pp. 19-29, Mar. 2016.

M. Moshref, M. Yu, A. Sharma, and R. Govindan, “Scalable rule man-

agement for data centers,” in Proc. USENIX NSDI, Lombard, IL, USA,

Apr. 2013, pp. 157-170.

M. Yu, J. Rexford, M. J. Freedman, and J. Wang, “Scalable flow-

based networking with DIFANE,” in Proc. ACM SIGCOMM Comput.

Commun. Rev., vol. 40. New Delhi, India, Oct. 2010, pp. 351-362.

Y. Nakagawa et al., “DomainFlow: Practical flow management method

using multiple flow tables in commodity switches,” in Proc. ACM

CoNEXT, Santa Barbara, CA, USA, Dec. 2013, pp. 399-404.

J.-F. Huang, G.-Y. Chang, C.-F. Wang, and C.-H. Lin, “Heterogeneous

flow table distribution in software-defined networks,” IEEE Trans.

Emerg. Topics Comput., vol. 4, no. 2, pp. 252-261, 2016.

[10]

(1]

[12]

[13]

[14]

[15]

[16]

865

[17] J.-F. Huang, G.-Y. Chang, C.-F. Wang, and C.-H. Lin, “Heterogeneous
flow table distribution in software-defined networks,” IEEE Trans.
Emerg. Topics Comput., vol. 4, no. 2, pp. 252-261, Apr./Jun. 2016.
X.-N. Nguyen, D. Saucez, C. Barakat, and T. Turletti, “Optimizing rules
placement in OpenFlow networks: Trading routing for better efficiency,”
in Proc. ACM HotSDN, Chicago, IL, USA, Aug. 2014, pp. 127-132.
X.-N. Nguyen, D. Saucez, C. Barakat, and T. Turletti, “OFFICER:
A general optimization framework for OpenFlow rule allocation and
endpoint policy enforcement,” in Proc. IEEE INFOCOM, Hong Kong,
Apr. 2015, pp. 478-486.

Y. Kanizo, D. Hay, and I. Keslassy, ‘“Palette: Distributing tables in
software-defined networks,” in Proc. IEEE INFOCOM, Turin, Italy,
Apr. 2013, pp. 545-549.

N. Kang, Z. Liu, J. Rexford, and D. Walker, “Optimizing the ‘one
big switch’ abstraction in software-defined networks,” in Proc. ACM
CoNEXT, Santa Barbara, CA, USA, Dec. 2013, pp. 13-24.

D. E. Taylor and J. S. Turner, “ClassBench: A packet classification
benchmark,” IEEE/ACM Trans. Netw., vol. 15, no. 3, pp. 499-511,
Jun. 2007.

[18]

[19]

[20]

[21]

[22]

Jang-Ping Sheu (S°85-M’86-SM’98-F’09)
received the B.S. degree in computer science from
Tamkang University, Taiwan, in 1981 and the
M.S. and Ph.D. degrees in computer science from
National Tsing Hua University, Taiwan, in 1983 and
1987, respectively, where he is currently the Chair
Professor with the Department of Computer
Science. He was the Chair of the Department of
Computer Science and Information Engineering,
National Central University from 1997 to 1999,
where he was the Director of Computer Center
from 2003 to 2006. He was the Director of Computer and Communication
Research Center, National Tsing Hua University from 2009 to 2015, where
he was an Associate Dean of the College of Electrical and Computer
Science from 2016 to 2017. His current research interests include wireless
communications, mobile computing, and software-defined networks. He
was an Associate Editor of the IEEE TRANSACTIONS ON PARALLEL AND
DISTRIBUTED SYSTEMS and the International Journal of Sensor Networks.
He is an Advisory Board Member of the International Journal of Ad Hoc and
Ubiquitous Computing and the International Journal of Vehicle Information
and Communication Systems.

He was a recipient of the Distinguished Research Awards of the National
Science Council of the Republic of China in 1993-1994, 1995-1996, and
1997-1998, the Distinguished Engineering Professor Award of the Chinese
Institute of Engineers in 2003, the K.-T. Li Research Breakthrough Award of
the Institute of Information and Computing Machinery in 2007, the Y. Z. Hsu
Scientific Chair Professor Award in 2009, the Pan Wen Yuan Outstanding
Research Award in 2014, the Academic Award in Engineering from Ministry
of Education in 2016, and the Medal of Honor Award in Information
Sciences from Institute of Information and Computing Machinery in 2017.
He is a member of Phi Tau Phi Society.

Woan-Tyng Lin received the B.S. degree in com-
puter science and information engineering from the
National University of Tainan, Tainan, Taiwan, in
2014 and the M.S. degree in computer science from
National Tsing Hua University, Hsinchu, Taiwan,
in 2016.

Guey-Yun Chang received the Ph.D. degree in
computer science and information engineering from
National Taiwan University, Taiwan, in 2005. She
joined the faculty of the Department of Computer
Science and Information Engineering, National
Central University in 2006, where she has been
a Professor since 2015. Her current research interests
include wireless communication and fault tolerance.

Authorized licensed use limited to: National Tsing Hua Univ.. Downloaded on October 02,2025 at 13:45:17 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZapfChancery-MediumItalic
    /ZapfDingBats
    /ZapfDingbatsITCbyBT-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


